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Chapter 19
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Seung Soo Choi

Seungmin Jasmine Jung

1 Criminal Activity

1.1 Would any of the following activities constitute a
criminal offence in your jurisdiction? If so, please
provide details of the offence, the maximum penalties
available, and any examples of prosecutions in your
jurisdiction:

Hacking (i.e. unauthorised access)

Under the Act on Promotion of Information and Communications
Network Utilization and Information Protection, etc. (the “Network
Act”), it is prohibited for anyone to infiltrate another’s information
communication network (“ICN”) without authorised access or
beyond the scope of authorised access. Any violation shall be subject
to imprisonment of not more than five years or a penalty of not more
than KRW 50 million. In a recent court decision, the defendant who
infiltrated another’s ICN in order to distribute malware was subject
to imprisonment of 18 months.

Under the Electronic Financial Transactions Act (the “EFTA”), any
unauthorised access of electronic financial systems shall be subject
to imprisonment of not more than 10 years or a penalty of not more
than KRW 100 million.

Denial-of-service attacks

Under the Network Act, it is prohibited to cause disruption of an ICN
by intentionally disturbing network operations with large volumes of
signal/data or superfluous requests. Any violation shall be subject
to imprisonment of not more than five years or a penalty of not more
than KRW 50 million.

Also, under the EFTA, any attacks on electronic financial systems
using programs such as a computer virus, logic bomb or email bomb
with the intention of destroying data on, or disrupting the operation
of, electronic financial systems shall be subject to imprisonment of not
more than 10 years or a penalty of not more than KRW 100 million.
Phishing

For the regulation of phishing crimes, the Special Act On The
Prevention Of Loss Caused By Telecommunications-Based Financial
Fraud And Refund For Loss (the “Special Act on Financial Fraud”)
has been enacted. Under the Special Act on Financial Fraud, anyone
found guilty of phishing crimes shall be subject to imprisonment
of not more than 10 years or a penalty of not more than KRW 100
million.

Infection of IT systems with malware (including ransomware,
spyware, worms, trojans and viruses)

Under the Network Act, it is prohibited for anyone to transmit or
distribute malware that can damage, destroy, alter, falsify or disrupt

the operation of ICN systems, data or programs, without a justifiable
cause. Any violation shall be subject to imprisonment of not more
than seven years or a penalty of not more than KRW 70 million.

Possession or use of hardware, software or other tools used to
commit cybercrime (e.g. hacking tools)

The use of hardware, software or other tools used to commit
cybercrime (e.g. hacking tools) is prohibited under the Network Act.
Any violation shall be subject to imprisonment of not more than
seven years or a penalty of not more than KRW 70 million.

Identity theft or identity fraud (e.g. in connection with access
devices)

Under the Personal Information Protection Act (“PIPA”), anyone who
commits, or aids and abets, the illegitimate acquisition of personal
information, being processed by another party for subsequent
provision to a third party for commercial gain or for illegitimate
purposes, shall be subject to imprisonment of not more than 10 years
or a penalty of not more than KRW 100 million.

Also, under the Network Act, it is prohibited for anyone to collect
another person’s information, or induce the provision of another
person’s information, through the ICN by deceptive means. Any
violation shall be subject to imprisonment of not more than three
years or a penalty of not more than KRW 30 million.

Electronic theft (e.g. breach of confidence by a current or former
employee, or criminal copyright infringement)

Any theft of the company’s critical information by a company’s
employee or former employee shall be punished under the Criminal
Act as a breach of fiduciary duty or under the Act on Prevention of
Unfair Competition and Protection of Trade Secrets as divulging of
trade secrets. Any such theft shall be subject to imprisonment of not
more than 10 years or a penalty of not less than KRW 30 million
under the Criminal Act and imprisonment of not more than five years
or a penalty of not more than KRW 50 million under the Act on
Prevention of Unfair Competition and Protection of Trade Secrets.
Any infringement of the employer’s copyright shall be subject to
imprisonment of not more than five years or a penalty of not more
than KRW 50 million.

There have been several cases where a former employer was
criminally prosecuted for taking, without permission, material assets
or intellectual property rights of the employer upon termination of
employment.

Any other activity that adversely affects or threatens the
security, confidentiality, integrity or availability of any IT system,
infrastructure, communications network, device or data

Under the Network Act, it is prohibited for anyone to damage another
person’s information processed, stored or transmitted through the
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ICN or to infringe, exploit or disclose another person’s confidential
information.

Under the EFTA, anyone who falsifies or alters access means shall
be subject to imprisonment of not more than seven years or a penalty
of not more than KRW 50 million.

Failure by an organisation to implement cybersecurity measures

Under PIPA and its Enforcement Decree, personal information
processors have the obligation to implement technical, managerial and
physical measures in order to procure security, such as establishing
internal control plans and storing access records to ensure personal
information is not lost, stolen, leaked, falsified, altered or damaged.
In the event personal information is lost, stolen, leaked, falsified,
altered or damaged due to a person’s failure to implement such
measures, such person shall be subject to imprisonment of not more
than two years or a penalty of not more than KRW 20 million.

1.2 Do any of the above-mentioned offences have
extraterritorial application?

As of yet, there are no regulations regarding extraterritorial
application of the above offences.

There is, however, a prohibition of the overseas transfer of personal
information. Under PIPA, personal information processers are
prohibited from entering into contracts regarding the overseas
transfer of personal information with terms in violation of PIPA.
“Overseas transfer” is a broad concept dealing with the “actual”
transfer of personal information and does not only include the
provision of personal information to third parties, but also includes
(i) the delegation of personal information processing to a third party
located outside of Korea, and (ii) the overseas transfer of personal
information due to business transfers or mergers.

1.3  Are there any actions (e.g. notification) that might
mitigate any penalty or otherwise constitute an
exception to any of the above-mentioned offences?

In relation to criminal prosecution of personal information leakage
accidents, the responsible party may be discharged from liability if
requisite measures for procuring security have been implemented
or if due care has been exercised and supervision has been properly
conducted.

1.4  Are there any other criminal offences (not specific
to cybersecurity) in your jurisdiction that may arise
in relation to cybersecurity or the occurrence of an
Incident (e.g. terrorism offences)? Please cite any
specific examples of prosecutions of these offences
in a cybersecurity context.

Under the Act On The Protection Of Information And
Communications Infrastructure (the “PICIA”), it is prohibited
to disrupt or paralyse critical ICN infrastructure facilities such as
electronic control or managerial systems related to national security,
government administration, military defence, policing, finance,
telecommunications, transportation and energy. Any violation shall
be subject to imprisonment of not more than 10 years or a penalty of
not more than KRW 100 million.

2 Applicable Laws

21 Please cite any Applicable Laws in your jurisdiction
applicable to cybersecurity, including laws applicable
to the monitoring, detection, prevention, mitigation
and management of Incidents. This may include,
for example, laws of data protection, intellectual
property, breach of confidence, privacy of electronic
communications, information security, and import/
export controls, among others.

The following are Applicable Laws in Korea: Personal Information
Protection Act (“PIPA”); Act On The Protection Of Information And
Communications Infrastructure (the “PICIA”); Act on Promotion of
Information and Communications Network Utilization and Information
Protection, etc. (the “Network Act”); Electronic Financial Transactions
Act (the “EFTA”); Credit Information Use and Protection Act (the
“Credit Information Act”); Act on the Protection, Use, etc. of Location
Information; Act On Prevention Of Divulgence And Protection Of
Industrial Technology; and Special Act On The Prevention Of Loss
Caused By Telecommunications-Based Financial Fraud And Refund
For Loss (the “Special Act on Financial Fraud”).

2.2 Are there any cybersecurity requirements under
Applicable Laws applicable to critical infrastructure in
your jurisdiction? For EU countries only, please include
details of implementing legislation for the Network and
Information Systems Directive and any instances where
the implementing legislation in your jurisdiction is
anticipated to exceed the requirements of the Directive.

Under the PICIA, managerial organisations have the obligation to
establish and implement managerial measures, including physical and
technical measures (such as prevention, backup, recovery, etc.), to
safely protect the critical ICN infrastructure facilities and managerial
data.

Under the Network Act, any ICN service provider must take
protective measures to procure the security of ICN used in the
provision of ICN services and the reliability of information.

2.3 Are organisations required under Applicable Laws,
or otherwise expected by a regulatory or other
authority, to take measures to monitor, detect, prevent
or mitigate Incidents? If so, please describe what
measures are required to be taken.

Organisations that operate and manage collective ICN facilities

(“Collective ICN Facility Operator”) for the ICN service of third

parties must take the following protection measures (as prescribed

under the Enforcement Decree of the Network Act) for the secure
operation of ICN facilities:

(i)  technical and managerial measures for access control and
monitoring of unauthorised access to ICN facilities;

(i)  physical and technical measures for the protection of ICN
facilities from natural disasters and threats, such as terrorist
attacks, and for procuring the continuous and secure operation
of ICN facilities;

(iii)  hiring and assignment of personnel for the secure management
of ICN facilities;

(iv)  establishment and implementation of internal control measures
(including emergency plans) for the secure management of
ICN facilities; and

(v)  establishment and implementation of technical and managerial
measures to prevent the dissemination of infiltration Incidents.
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2.4 Inrelation to any requirements identified in question
2.3 above, might any conflict of laws issues
arise? For example, conflicts with laws relating
to the unauthorised interception of electronic
communications or import/export controls of
encryption software and hardware.

No conflict of laws issues have arisen yet.

(iv) the protective response measures taken by the personal
information processor and relief procedures; and

(v)  the name and contact of the department to which the owner of
the leaked personal information (who has incurred damages)
can file a report.

Under the Credit Information Act, in the event of any credit

information leakage, the above items must be notified to the owner
of such credit information.

2.5 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority,
to report information related to Incidents or potential
Incidents to a regulatory or other authority in your
jurisdiction? If so, please provide details of: (a) the
circumstance in which this reporting obligation is
triggered; (b) the regulatory or other authority to
which the information is required to be reported; (c)
the nature and scope of information that is required
to be reported (e.g. malware signatures, network
vulnerabilities and other technical characteristics
identifying an Incident or cyber attack methodology);
and (d) whether any defences or exemptions exist by
which the organisation might prevent publication of
that information.

Under the Network Act, the ICN provider or a Collective ICN
Facility Operator must report any “infiltration Incidents” (defined as
Incidents due to attacks on the ICN or the related information system
through hacking, a computer virus, logic bomb, email bomb, denial
of service, high-powered electromagnetic wave, etc.) to the Ministry
of Science and ICT or Korea Internet and Security Agency (“KISA”)
immediately upon the occurrence of such infiltration Incident.

Under PIPA, in the event of any leakage of personal information
which concerns 10,000 or more persons, the personal information
processor must report such leakage and subsequent measures, without
delay, to the Ministry of Interior and Safety or KISA.

2.6 If not a requirement, are organisations permitted by
Applicable Laws to voluntarily share information
related to Incidents or potential Incidents with: (a) a
regulatory or other authority in your jurisdiction; (b) a
regulatory or other authority outside your jurisdiction;
or (c) other private sector organisations or trade
associations in or outside your jurisdiction?

Although not obligated, it would be possible for organisations to
voluntarily share information related to Incidents with regulatory
authorities.

2.7 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority,
to report information related to Incidents or potential
Incidents to any affected individuals? If so, please
provide details of: (a) the circumstance in which
this reporting obligation is triggered; and (b) the
nature and scope of information that is required to be
reported.

Under PIPA, once a personal information processer becomes aware
of any leakage of personal information, it must notify the owner of
the leaked personal information, without delay, of the following:

(i)  the type of personal information that has been leaked,;
(ii)  the timing and circumstances of the leakage;

(iii)  the actions that the owner of the personal information can take
to minimise any damages resulting from the leakage;

2.8 Do the responses to questions 2.5 to 2.7 change if the
information includes: (a) price-sensitive information;
(b) IP addresses; (c) email addresses (e.g. an email
address from which a phishing email originates); (d)
personally identifiable information of cyber threat
actors; and (e) personally identifiable information of
individuals who have been inadvertently involved in
an Incident?

No, the responses do not differ.

2.9 Please provide details of the regulator(s) responsible
for enforcing the requirements identified under
questions 2.3 to 2.7.

The Ministry of the Interior and Safety, the Ministry of Science and
ICT, the Financial Services Commission, and KISA.

2.10 What are the penalties for not complying with the
requirements identified under questions 2.3 to 2.8?

If the requirements under Applicable Laws are not complied with,
the relevant authorities may impose a monetary fine. For example,
a business that fails to provide notice of a credit information leakage
Incident shall be subject to a monetary fine of not more than KRW
50 million.

2.11 Please cite any specific examples of enforcement
action taken in cases of non-compliance with the
above-mentioned requirements.

Order the submission of relevant materials and inspections, a
corrective order, criminal charges, etc.

3 Specific Sectors

3.1 Does market practice with respect to information
security (e.g. measures to prevent, detect, mitigate
and respond to Incidents) vary across different
business sectors in your jurisdiction? Please include
details of any common deviations from the strict legal
requirements under Applicable Laws.

There are certain variances under Applicable Laws. Under PIPA,
the requirements for information security measures to be adopted
by personal information processors differ based on the size of the
corporation. Moreover, the requirements for protective measures
under the Network Act for ICN service providers and under the Credit
Information Act for financial institutions are generally stricter than
the common requirements.
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3.2 Are there any specific legal requirements in relation
to cybersecurity applicable to organisations
in: (a) the financial services sector; and (b) the
telecommunications sector?

With regards to the financial services sector, the Credit Information
Act and the EFTA prescribe specific legal requirements for financial
institutions.

With regards to the telecommunications sector, the following
companies need to obtain a certification as to whether they satisfy
the prescribed technical and physical protective measures for the
security and reliability of ICNs:

(i)  companies such as telecommunication providers or companies
who provide information through the telecommunication
provider’s ICN, whose annual revenue or income is not less
than KRW 150 billion; or

(i)  companies such as telecommunication providers or companies
who provide information through the telecommunication
provider’s ICN, whose revenue for the preceding fiscal year
is not less than KRW 10 billion or whose average volume of
daily users for a three-month period is not less than 1 million.

4 Corporate Governance

4.1 In what circumstances, if any, might a failure by
a company (whether listed or private) to prevent,
mitigate, manage or respond to an Incident amount to
a breach of directors’ duties in your jurisdiction?

Unless there are special circumstances, the Representative Director
or the CPO (or CISO) shall be liable for any breach of the protective
measures prescribed under PIPA, the Network Act and the Credit
Information Act.

4.2 Are companies (whether listed or private) required
under Applicable Laws to: (a) designate a CISO;
(b) establish a written Incident response plan or
policy; (c) conduct periodic cyber risk assessments,
including for third party vendors; and (d) perform
penetration tests or vulnerability assessments?

Under the Network Act, ICN service providers with no fewer than

1,000 employees must appoint a CISO at the senior management level

to ensure the security of the ICN system and the secure management

of data. The CISO is responsible for the following:

(i)  the establishment and management/operation of information
protection procedures;

(i)  the analysis/evaluation and improvement of any vulnerabilities
in information protection;

(iii)  the prevention of and response to infiltration Incidents;

(iv) the establishment of preventive measures for information
protection and the architecture/implementation of security
measures;

(v)  the assessment of preventive security measures for information
protection;

(vi) the encryption of critical information and assessments of the
adequacy of secure servers; and

(vii) the performance of other information protection measures
prescribed under Applicable Laws.

4.3 Are companies (whether listed or private) subject
to any specific disclosure requirements in relation
to cybersecurity risks or Incidents (e.g. to listing
authorities, the market or otherwise in their annual
reports)?

Under the Network Act, in order to analyse the cause of the infiltration
Incident, the Minister of Science and ICT can order the ICN provider
and the Collective ICN Facility Operator to:

(i)  retain relevant material such as records of access to the ICN;
(ii)  submit the relevant material; and

(iii)  allow physical access to the business site to investigate the
cause of the infiltration Incident.

4.4 Are companies (whether public or listed) subject to
any other specific requirements under Applicable
Laws in relation to cybersecurity?

The government may enforce measures against ICN service providers
or its users to prevent an offshore leakage of material information
related to national industry, the economy and science/technology
through ICN overseas disclosure.

5 Litigation

5.1 Please provide details of any civil actions that may be
brought in relation to any Incident and the elements of
that action that would need to be met.

In the event the owner of personal information incurs damages
due to the violation of PIPA by the personal information processor,
such owner of personal information can claim damages against the
personal information processor. The personal information processor
will be liable unless it can prove that there was no wilful misconduct
or negligence attributable to it. If the owner of personal information
incurs damages arising from the loss, theft, leak, falsification,
alteration or damage of personal information caused by the wilful
misconduct or gross negligence of the personal information
processor, the court may award up to treble damages. Also, the owner
of the personal information may seek statutory damages up to KRW
3 million in the event that loss, theft, leak, falsification, alteration or
damage of personal information is caused by the wilful misconduct or
gross negligence of the personal information processor. In such case,
the personal information provider will be liable unless it can prove
that there was no wilful misconduct or negligence attributable to it.

5.2 Please cite any specific examples of cases that
have been brought in your jurisdiction in relation to
Incidents.

In 2014, there was a large-scale leakage of personal information from
three major credit card companies. The victims of the leakage, as the
plaintiffs, brought a case against the credit card companies and the
court awarded damages in the amount of KRW 10,000 to each of the
plaintiffs for each Incident of leakage.

5.3 Is there any potential liability in tort or equivalent
legal theory in relation to an Incident?

In cases regarding tort liability, the plaintiff has the burden of proof
with respect to the tort of the defendant. However, in cases claiming
damages for leakage of personal information or credit information,
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the defendant has the burden of proof to show that the Incident is
not attributable to the defendant. In other words, the burden of proof
is reversed.

6.1 Are organisations permitted to take out insurance
against Incidents in your jurisdiction?

Under the Credit Information Act, certain financial institutions have
the obligation to take measures, such as taking out insurance, joining
a cooperative, or setting aside a reserve to procure funds for damages
that may arise due to credit information leakage.

6.2 Are there any regulatory limitations to insurance
coverage against specific types of loss, such as
business interruption, system failures, cyber extortion
or digital asset restoration? If so, are there any legal
limits placed on what the insurance policy can cover?

The Financial Supervisory Service has set a minimum insurance
coverage limit for the liability of financial institutions against credit
information leakage. For example, in the case of banks, such limit
is KRW 2 billion.

7.1  Are there any specific requirements under Applicable
Law regarding: (a) the monitoring of employees for
the purposes of preventing, detection, mitigating and
responding to Incidents; and (b) the reporting of cyber
risks, security flaws, Incidents or potential Incidents
by employees to their employer?

Under the Act On The Promotion Of Workers’ Participation And
Cooperation, any installation of monitoring facilities require
consultation with the Employee and Employer Council. The
Employee and Employer Council is a body established within a
company for the purpose of promoting the workers’ welfare and
the advancement of the company through the participation and
cooperation of both the employee and employer.

7.2  Are there any Applicable Laws (e.g. whistle-blowing
laws) that may prohibit or limit the reporting of cyber
risks, security flaws, Incidents or potential Incidents
by an employee?

There are no specific requirements under Applicable Laws.

8.1 Please provide details of any investigatory powers of
law enforcement or other authorities under Applicable
Laws in your jurisdiction (e.g. antiterrorism laws) that
may be relied upon to investigate an Incident.

The following authorities have investigatory powers of law
enforcement: National Intelligence Service; National Police Agency
Cyber Bureau; Forensic Science Investigation Department of the
Supreme Prosecutors’ Office; Financial Supervisory Service; and
KISA.

8.2  Are there any requirements under Applicable Laws
for organisations to implement backdoors in their IT
systems for law enforcement authorities or to provide
law enforcement authorities with encryption keys?

There are no specific requirements under Applicable Laws.
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